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Overview:

CSM integrates real-time gateway anti-virus, anti-spyware, intrusion prevention, and content filtering services to deliver maximum
network protection from today’s sophisticated Internet threats. Combining dynamic threat management capabilities with precise
control over Internet usage in an affordable, appliance-based solution, CSM enhances network security, improves employee
productivity, and mitigates legal liabilities.

CSM Series Features:

e Citrix and Microsoft Terminal Services Support. The Content Security Manager integrates support
for single sign-on with Citrix Presentation Server and Microsoft's Terminal Services, simplifying user
authentication and access management of network resources and online content.

e Microsoft Active Directory and Novell eDirectory Connector for Single Sign-On (SSO). This feature allows
network administrators to create policies that reflect the existing organizational hierarchy and manage all the
users through a single interface.

o Powerful Content Filtering. The Content Security Manager Series offer advanced, policy-based controls to
manage access to all types of web content inappropriate, unproductive and potentially illegal utilizing advance
filtering technologies like Real-time Dynamic Rating Engine and the Smart URL Parsing.

e Instant Messaging (IM), Peer-to-Peer (P2P) and Multimedia Controls. The Content Security Manager
offers the ability to manage the use of IM, P2P and multimedia applications to improve network utilization,
enhance security and protect against legal liabilities.

e Enforced Client Anti-Virus & Anti-Spyware. This feature verifies that every computer accessing the network
has the most recent version of anti-virus and anti-spyware software installed and active, eliminating the costs
commonly associated with desktop anti-virus and anti-spyware policy management.

o Real-time Gateway Anti-Virus and Anti-Spyware Scanning. The Content Security Manager Series
deliver complete protection by scanning traffic over a multitude of widely-used ports and protocols
including HTTP, SMTP, POP3, FTP and NetBIOS eliminating viruses, worms, Trojans, spyware and other
Internet threats at the gateway before they can infect the network.

o Full IPS Signature. This provides complete protection from a comprehensive array of network-based
application layer threats by scanning packet payloads for worms, software vulnerabilities such as buffer
overflows, peer-to-peer and instant messenger applications, backdoor exploits, and other malicious code.

e Powerful Web-based Reporting and Analysis. The Content Security Manager includes an easy to use
web-based reporting system giving administrators insight into network activity through customized reports that
can be viewed in multiple formats.

e High Availability. The Content Security Manager provides the ability to automatically fail over to a secondary

CSM device should the primary unit fail, ensuring the network is always protected and productivity remains
uninterrupted
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SonicWALL CSM Hardware SKU information:

Product SonicWALL SKU

CSM 3200 (with 1 Yr of 50 User Update Service) 01-SSC 6030

CSM 2200 (with 1 Yr of 25 User Update Service) 01-SSC 6026

SonicWALL CSM Update Service SKU information:

Content Security Manager Update service (25 Users) 1YR 01-SSC 6006
Content Security Manager Update service (50 Users) 1YR 01-SSC 6007
Content Security Manager Update service (100 Users) 1YR 01-SSC 6008
Content Security Manager Update service (250 Users) 1YR 01-SSC 6009
Content Security Manager Update service (500 Users) 1YR 01-SSC 6010
Content Security Manager Update service (1000 Users) 1YR 01-SSC 6011
Content Security Manager Update service (25 Users) 2YR 01-SSC 6040
Content Security Manager Update service (50 Users) 2YR 01-SSC 6041
Content Security Manager Update service (100 Users) 2YR 01-SSC 6042
Content Security Manager Update service (250 Users) 2YR 01-SSC 6043
Content Security Manager Update service (500 Users) 2YR 01-SSC 6044
Content Security Manager Update service (1000 Users) 2YR 01-SSC 6045
Content Security Manager Update service (25 Users) 3YR 01-SSC 6046
Content Security Manager Update service (50 Users) 3YR 01-SSC 6047
Content Security Manager Update service (100 Users) 3YR 01-SSC 6048
Content Security Manager Update service (250 Users) 3YR 01-SSC 6049
Content Security Manager Update service (500 Users) 3YR 01-SSC 6038
Content Security Manager Update service (1000 Users) 3YR 01-SSC 6039

SonicWALL CSM Support SKU information:

Product SonicWALL SKU

Dynamic Support 8x5 for CSM 3200 (1 YR) 01-SSC-6256
Dynamic Support 8x5 for CSM 3200 (2 YR) 01-SSC-6257
Dynamic Support 8x5 for CSM 3200 (3 YR) 01-SSC-6258
Dynamic Support 24x7 for CSM 3200 (1 YR) 01-SSC-6259
Dynamic Support 24x7 for CSM 3200 (2 YR) 01-SSC-6260
Dynamic Support 24x7 for CSM 3200 (3 YR) 01-SSC-6261
Software and Firmware Updates for CSM 3200 (1 YR) 01-SSC-6262
Dynamic Support 8x5 for CSM 2200 (1 YR) 01-SSC-6269
Dynamic Support 8x5 for CSM 2200 (2 YR) 01-SSC-6270
Dynamic Support 8x5 for CSM 2200 (3 YR) 01-SSC-6271
Dynamic Support 24x7 for CSM 2200 (1 YR) 01-SSC-6272
Dynamic Support 24x7 for CSM 2200 (2 YR) 01-SSC-6273
Dynamic Support 24x7 for CSM 2200 (3 YR) 01-SSC-6274
Software and Firmware Updates for CSM 2200 (1 YR) 01-SSC-6275

To purchase SonicWALL CSM solutions, contact a SonicWALL-certified reseller. To find a reseller in your area, please
visit http://www.sonicwall.com/howtobuy/index.html or call SonicWALL at +1 888-557-6642 or +1 408-745-9600.
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SonicWALL CSM Series Overview:

The following table describes the key differences between CSM 2200 and CSM 3200.

Positioning CSM 2200 CSM 3200

Target Customer Small businesses (up to 250 | Mid-size businesses (up to 1000
nodes) nodes)
Hardware Features

Chassis Form Factor 1U rack-mountable 1U rack-mountable
17.00 x 10.00 x 1.75 in 17.00 x 13.00 x 1.75 in
43.18 x 25.40 x 4.45 cm 43.18 x 33.02 x4.45cm

Interfaces (4) 10/100 Ports (6) 10/100 Ports
Console: (1) Serial Port Console: (1) Serial Port

Processor 800 Mhz x86 2GHz Intel with dedicated
cryptographic accelerator cryptographic accelerator

Memory (RAM) 256 Mb 256 Mb

Flash Memory 64 Mb 64 Mb

Power Supply 65W, 100V - 240V AC 143W, 100V to 240VAC

Weight 8.50 Ibs (3.86 kg) 13.00 Ibs (5.90 kg)

WEEE Weight 8.8 Ibs (4.0 kg) 13.00 Ibs (5.90 kg)

Dimensions 17.00 x 10.00 x 1.75 in 17.00 x 13.00 x 1.75 in
43.18 x 25.40 x 4.45 cm 43.18 x 33.02 x4.45 cm
Features at a Glance

Single Sign-On (Citrix, Novell eDirectory ° °

MS Active Directory and Terminal

Services)

Comprehensive 56 category content ° °

filtering, including Smart URL parsing and
dynamic rating engine

Safe search enforcement ° °
Instant messaging (IM), peer-to-peer (P2P) ° °
and multimedia controls
Gateway Security Services (IPS, anti-virus ° °
and anti-spyware)
SonicWall Enforced Client Anti-virus & ° °
Anti-spyware

[ J [ ]
Integrated Web-based reporting and
analysis
High Availability (active-passive failover) ° °
Deep packet inspection architecture ° °

SONICWALL>



